Hardware security and Brain-inspired computing

Memristors for safe and high-scale neuromorphic systems

Physically uncloneable functions Memristive Crossbar-Arrays

Application: Secure compute-in-memory systems by encrypting the Application: High-density crossbar structures for neuromorphic
neuromorphic system through keys generated by physically computing and in-memory computing, optionally with different
unclonable functions (PUFs) using 450nmx450nm ferroelectric field- memristive materials and layer systems

effect technology with Machine Learning Attack Robustness

Components for neuromorphic computing

at wafer scale

Typical layouts for memristive crossbar arrays
current status: 1000 cells with a minimum cell size of 600 nm

Memristive crossbar structures with
9 (top) and 100 cells (bottom)

FeFET-based strong PUF overview. a. Conceptual workflow of the PUF-based loT device authentication. b. For
the low-power requirements of 0T devices, nonvolatile FeFETs integrated with capacitors are utilized c. For high
reconfigurability in security scenarios, the FeFET C2C variation is exploited. d. To provide massive CRP space
for billions of loT devices, the 2FeFET-1C PUF cell is proposed with charge-domain CiM to provide exponential

CRP space as well as low-power and accurate computations. Unique Se| |ng points and Special features
« Strong PUF with FeFET Technology
« 50.00 % Uniformity, NIST Test Pass
* 49.98 % Uniqueness, 50.02% Reconfigurability
« 4 fJ/bit Power consumption,
* Robustness against various ML attacks

» Crossbar structures with freely selectable materials and multi-

layer systems
Proof of ML attack robustness tested for large range of » Customizable electrode materials and geometries

network types

Further developments as part of FMD-QNC

« QOffer of secure in-memory computing systems and encrypted memories with personalized keys

« Continuous increase in the number of cells up to several 10,000 cells with a simultaneous reduction in cell size. - - fosy
* Integration of new material systems and multilayers with improved performance and increased reliability. T «—

* Technology for 3D stacking of crossbar matrices for the production of neural networks with several hidden layers.
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